IlosgcHuTEenpHAY 3aIIMCKa

10 BOIIPOCY KOPPEKTUPOBKU MHBECTULIMOHHOM TTporpamMbl [TAO «KCK» Ha
2022 — 2024 roapl 10 HAMIPaBIECHUIO «MH(POPMAITMOHHBIE TEXHOJIOTHUI.

B 2022 u 2023 rogy MHOTOKPAaTHO YBEJIWYMJIUCHh KOMIBIOTEPHBIMH aTaKu Ha
POCCHUHCKYI0 HH(POPMAIIMOHHYI0 HH(PACTPYKTypy, B TOM 4YHCIIe Ha HHPPACTPYKTYpPY
rapaHTUpyouiero nocrasiyka. B cBsasu ¢ atum, B [TAO «Kamyxckast cObITOBast KOMIAHUS)
(manee KCK) nmpunsTO penieHue miaHOMEpHO yCUINBATh 0€30MaCHOCTh HH(POPMAIIHOHHON
cuctemsl (MC KCK).

Monepuuzamus UC KCK npeanonaraer KOMIJIEKCHBIN MEPEX0]] Ha UCIIOJIb30BaHUE
OTE€YECTBEHHOI'O0 O00OpYAOBAaHHA W NPOrPaMMHOrO OOECleueHus, C akKIEHTOM Ha
OCTPOCHHUE CIIEHUAIM3UPOBAHHON MHOTOYPOBHEBOM CHUCTEMBI 3allUTBI OT BHEIIHHUX
KOMIIBIOTEPHBIX aTaK U BBISBICHUE BHYTPEHHUX YA3BUMOCTEM.

s atux neneit B 2022 - 2024 ronax Ob11M MPpUOOPETEHB/TNIAHUPYETCS IPUOOPECTH:

MPOrpaMMHO-ANMNapaTHbI KOMIUIEKC POCCHUUCKOTO mMpou3BoAcTBa «CeTeBoit
skpan «User Gate D500»» B 0TKa30yCTONYMBOM BapHaHTE C JIMLECH3USMU JUIs
aKTHUBAIIMM HEOOXOUMOTO (DYHKIIMOHAA,

JULEH3UH aHTUBUpYca Kacrepckoro B pa3iuyHbIX BapuaHTax (yHKIHOHAIBHOTO
HasHayeHus: 3ammTa [1K, 3ammra ceTeBbIX pecypcoB, 3alIUTa IOYTOBBIX CEPBEPOB
U TII.

JICHTOYHBINA HAKOMUTEIIb IJI1 XpaHCHUA JaHHBIX (B CHUJIy CBOMX KOHCTPYKTHUBHBIX
0coOeHHOCTEH MHOTOKPATHO MOBLIIIACT COXPAHHOCTL AapPXHMBHBIX JAHHBIX B
ClIy4dasaXx KOMIIbIOTCPHBIX I/IHI_[I/II[CHTOB);

POCCHICKNE KOMMYTATOPBI CETEN XPaHEHHUS JaHHBIX.

CHEIUATN3UPOBAHHOE 00O0pYyNOBaHUE [JIsl TPOBENCHUS BHUICOKOH(DEpPEHIIUNH u
CEJICKTOPOB C anmapaTHOW MOIEPKKOM 3alUThl KOHPHUICHIIMATIEHOCTH CBS3H.

munien3ust 110 pesepBHoro xommpoBanust gaHHbIx (Veeam Backup) — 1O ms
oOecrieueHus Pe3epPBHOTO KOMUPOBAHUS U BOCCTAHOBJICHHUS PA3JIMYHBIX THUIIOB
JAHHBIX TPEANpUATUS (BUpTyanu3aius, Oa3bl JaHHBIX). ECTh mommepxkka
JICHTOYHBIX OMOJIMOTEK;

muuen3un s AIIKII KoHTuHEHT — nuiieH3un Jyis nojgydeHus: ooHosnenuit [10
M TEXHUYECKOW TMOJJICPKKU CPEICTB 3aIIUThI KAHAJIOB CBA3U, NMOCTPOCHHBIX HA
nporpaMMHo-anmapaTHeix I1uiro3ax «KoHTHHEHT» poccuiickoit dupmbl «Kon
be3zonacHocTny;

JUICH3UST s CHUCTeMbl OOHApyXeHHsI BTOP)KEHHH B  3allUIIaeMylO0
uHpopmanmonnyto cpeny RUSIEM — nuuensus Ha noixyyeHue oOHOBIICHUN 0a3bl
MpaBUJI MHIMICHTOB HAPYIICHUH HH)OPMAITMOHHOU 0€301TaCHOCTH;

munien3us Astra Linux SE "Open", knmuentckas Jlunensus Astra Linux SE "Open
— JIMIIEH3MsI Ha TIPABO YCTaHOBKY KIIMEHTCKOW Bepcuu poccuiickoit OC AstraLinux
(3ameHa ornepannonHo# cuctembr Windows);



- smnen3us Astra Linux SE "Open", cepBepnas Jlunensus Astra Linux SE "Open —
JWIIEH3UsI HA TPaBO YCTAaHOBKY CepBepHOi Bepcuu poccuiickoir OC AstraLinux
(3ameHa onepanroHHon cuctembl Windows);

- nwmreH3us 1is ceteBoro 3kpana UserGate D500(1-s noaa) JIuneH3us s CETEBOro
skpana UserGate D500(2-s1 Hona) — nuiieH3usl Ha MpaBo ucnoiab3oBaHus 110 Ha
CETEBOM JKpaHe B OTKa30yCTOMYMBOM UCTIOJHEHUU;

- munensuss [10 Stimulsoft Ultimate (ITO gt pa3paGoTku  cOOCTBEHHOTO
IPOTPAMMHOTO 00ECIICUCHHS) — JIMIICH3Us Ha MPaBO UCIOJIb30BAHHS OOHOBIICHUI
monyisi. Mcmonbe3yercss s pa3pabOTKM HAACTPOSK B OWJIMHIOBOM CHCTEME
(BBITpY3Ka (haiiIoB Pa3IUUHBIX (POPMATOB PEAAKTOP OTUETOB, U TII).

C menpr0 CHWKEHHs 3aBUCHUMOCTH OT HMHOCTpaHHbIX pemeHnid B KCK mpunsaTo
pellIeHre MEepeXOJUTh Ha OTEYECTBEHHOE O0OpYyIOBAaHUE U MPOrpaMMHBIE 0OECIIEUEHHUE.
JIi1st 3TOTO MIPHOOPETEHBI / IITAHUPYETCS IPHUOOPECTH:

- poccuiickue KommyTatopbl Eltex ¢ 48 mopramu B KoimudecTBe 8§ INTYK,
KoMMyTaTopbl ElteX ¢ 24 mopramu B konmdectse 12 mTyk, MapmpyTu3atopsl Eltex
ESR-12V B xomuuectBe 12 mryk, Eltex ESR-100 B konnuectBe 6 mTyK;

- POCCHICKHE CEpBEPBI AKBAPUYC,

Kak rapantupyronmii nocrapmuk snekrposnepruu KCK ynenser ocoboe BHUMaHHUE
KJINEHTa-OpUEHTUPOBAHHON TMOJUTUKE B CBOEW MOBceAHEBHOM padote. B 2023 roxy
IUTAHUPYETCA OTKPBITHE OYEPEIHOTO LIEHTpa oOciyKuBaHUsA norpedureneil B r. Kupos.
[IpoBoauTcst MopaepHM3alusi ILEHTPOB OOCHY)KHMBAaHUS KIMEHTOB - MOTpeOUTenei
anektposHeprun (LIOIT) B r. Kanyra u B r. OOHUHCK. {7 3TUX Lieleld IIaHupyeTCs
npuodpectd oducHbIe MHOTO(YHKIIMOHANBHBIE ycTpoiicTBa (M®Y), nHbopMalMOHHbIC
Tabso, u T.n. KoMnanus Ha perynspHOil OCHOBE MPOBOAMUT Pa3bsCHUTEIbHYIO paboTy IO
BOIIpOCAM  3HEProOe30MacHOCTH,  yyeTa  JJEKTPOIHEPrMM U HEOOXOAUMOCTH
CBOEBPEMEHHOIN OIUIaThl TMOTpeOJieHHOW anekTpodHeprun. lloanepkuBaercs padoTa
«JIMYHOrO KaOWMHETa» MOTPEeOUTENs 3JIEKTPOAHEPTUHU, BEIYyTCS KOPIOpPATUBHBIE OJOTH B
COLIMAIbHBIX ceTsX. [Ipoxomdar BcTpeun ¢ rpakJaHaMyd U IOPUAMYECKUMH JIMIIAMHU IO
pa3IMuHBIM BoIpocaMm 3HeprocHabxeHus. Ha konenr 2023 ropa 3amjaHUpOBaH 3amycK
MepeABMKHOTO EHTPa 00CITyKUBaHUS KJIIMEHTOB (MOTpeOUTENEH AIEKTPOIHEPTHH ) Ha Oaze
JIETKOBOTO aBTOMOOWJIA. /[[7s TOBBIIEHHsST KayecTBa padOThl B STOM HaIpaBICHUH
3aIJIaHUPOBAaHO OOHOBJIEHHE O000pYyIOBaHUS ISl (POTO- BUACOCHEMKH, OOOPYIOBAHHS
HOII, ocnamenue nepeasuxuoro L{OIT.

KCK Bener minaHoMepHYIO MOJIUTUKY Mo oOHOBIeHHIO mapka UT obGopymoBanus,
OOHOBIISIFOTCS paboure CTaHIMU, IPUHTEPHI, MOHUTOPHI, TelIe(OHBI, CKAHEPHI U T.1I.

Panee B muBecturnmonnoi mporpamme KCK Obimm 3amiaHUpOBaHBl pacxoabl Ha
«IIpuobperenne OWUTMHTOBOM CHCTEMBI pacdéToB». B xoze mpopaboTku Bompoca o
MpPUOOPETEHUH TOTOBOTO TMPOJIYKTa MBI CTOJKHYJIUCh C OTCYTCTBUEM Ha pBHIHKE
OTEYECTBEHHOI'0 MPOTPAMMHOTO 00€CTIEYeHUsI PABHOIIEHHOIO M0 CBOEMY (DYHKIIMOHATY U
y100CTBY MCIOJIB3yEeMOW HaMU COOCTBEHHOM mporpamme. JIro6oe KkopoOoYHOE pellieHHe,
MPEICTAaBIICHHOE Ha PbIHKE, TpeOyeT riyOoKoi mepepaboTKu U ajanTaluy, paBHOCHIHLHOM
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10 BPEMEHU U CTOMMOCTH CO3/IaHUIO HOBOT'O IIPOJYKTa C «HYyJs». [1o uToram neperoBopos
C HECKOJIbKUMH POCCUMCKUMM KOMITAHUSIMUA Mbl MOJYYHWIIA MPEII0KEHUS MHOTOKPATHO
MIPEBBIIAIONINE HAIIIM OKUIAHUS KaK MO0 CPOKAM BHEJPEHUS, TaK U IO UTOTOBOM CTOUMOCTH
NpUOOpPETEHUST  JIMIICH3WH, BHEAPCHUS W  JAIbHEUINErO  COMPOBOXKICHUSA. OTH
00CTOATENILCTBA MNPUBEIM K PEHICHUIO IO 3aMEHE 3TOr0 NYHKTa WHBECTUIMOHHOM
nporpammbel KCK B monp3y yBenmuueHUs pacXoJ0B Ha mpuodOperaemoe obopymoBanue. A
MpopabOTKy BOMPOCA MO CO3AaHUI0 HOBOW OMJLTMHTOBOW MPOTPAMMBI PEIIUIN HAYaTh C
MOJITOTOBKM TEXHUYECKOTO 3aJlaHUs U JIETaJbHOTO onucaHus (popManuzaiuu) TeKyIIUX
OM3HEC-TIPOLIECCOB SHEPTOCOBITOBOM €SI TEILHOCTH.

Hauvanbauk Ciyx6s1 ACY u TK SZ(// 5(,@6% Mowmoros /I.B.



